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FD-71 (Rey. 5-8-19) 
UNCLASSIFIED 
FEDERAL BUREAU OF INVESTIGATION 
Complaint Form 
Title: (U) To report complaint from ETRADE (Case# Date: 04/13/2015 


§200502) 


b6 -1 


b7E -3 
Case ID 7 | (U) FRAUD BY WIRE-INTERNATIONAL FRAUD + 
$25,000 OR 1 0 + VICTIMS -ZERO FILE 


Enclosure(s): Enclosed are the following items: 
Lig (U) ETRADE Report 


Complaint Synopsis: (U) To report complaint from ETRADE (Case# 
5200502) 


Received On: 08/23/2013 
Receipt Method: In Person 
Incident Type: Criminal Activity 


Occurrences: 
From: 07/17/2013 12:00 AM EDT To: 07/26/2013 12:00 AM EDT 


b6 -1,2 


b7C -1,2 
Complaint Details: 


on o¢/23/2013,[__ for emRave, provided 


writer with an investigative report for ETRADE case number 5200502. 
advised that an ETRADE account, in the name of Adrian Lamo, was 
used in a fraud scheme that resulted in the account balance being 
fraudulently increased to over $11,900,000.00. The balance was 
increased from ETRADE's website where a customer orders a security 
token. Attempts were made to wire the funds out of the account to 


UNCLASSIFIED 


FBI(19-cv-1495)-8421 


[p= == =] 


UNCLASSIFIED 
Title: U) To report complaint from ETRADE (Case# 5200502) 
Re: 04/13/2015 


multiple bank accounts at various banks. A copy of the investigative 


bIE -3 


report will be included in the 1A section.[ __Jalso provided writer b6 -2 
with a withdrawal slip that Lamo used to withdrawal funds from a branch BIC Tz 
location along with a disk containing branch surveillance video. 


Final Pre-Assessment Finding: 


US Attorney's Office declined prosecution. 


Recommended Action: File to Existing Case 


Entities: 
Adrian Lamo (Reference, Person, U.S. Person? Yes) 


++ 
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WITHIG | TET om _ 


a a 
2) as a a 


@ é FBI(19-cv- 1495)-7930 
! 


07/08/2003 


CAH:cah 
SA conducted ACS checks 


— a 
DMV history and internet checks on the following individuals. e results are attached. 
a 


bIE -2,3 


FBI(19-cv-1495)-7931 


A 


(ysiguond 


UPL ED | 
WITHITEXT_« 


WiTHO! TEXT. 
ane 4 
»_Qy———— 


DATE___OCT 1 5 2003 


) FBI(19-cv-1495)-8341 


09/07/2003 
CAH:cah 


The following phone numbers were called by ADRIAN LAMO immediately after 
Sacramento agents went to] lapprehend him based on a warrant out of the 
Southern District of New York. Note: never contacted him on his cell phone or 


any other way to inform him he was wanted during this time. 


b3 -2 


L This number comes back to a hotel | Canada where ae 
as a guest during the time the phone call was made. eee Ex : 


FBI(19-cv-1495)-8342 


UPLOADED 
VWATHITEXT, 


waTHouy (eee 


e @ FBI(19-cv-1495)-8343 


b3 -2 


10/10/2003 ae fe 


CAH:cah 


The attached list contains the names and addresses of reporters who are associated with 
ADRIAN LAMO who possibly received evidence from him in the above mentioned investigation. 


FBI(19-cv-1495):8344 


Full Name: 
Last Name: 
First Name: 


Business Address: 


Home: 
Mobile: 


SSN: 
DOB: 


bé6 -1,3 
bic -1,3 


FBI(19-cv-1495)-8345 


Full Name: 
Last Name: 
First Name: j 
Job Title: 
Company: 
i 
Business Address: bé6 -1,3 . 

bIC -1,3 


Business: 
Home: 
Mobile: 


SSN: 
DOB} 


FBI(19-cv-1495)-8346 


Full Name: 
Last Name: 
First Name: 


Business Address: 
Business: 


SSN: 
DOB: 


TT 


FBI(19-cv-1495)-8347 


b6 -1,3 
b7C -1,3 
| 
Full Name: i 
Last Name: H 
First Name: 


Business Address: 


Business: 4 


SSN: 
DOB: 
* Reporter fol] 


Lamo calls him. Lamo has provided him evidence of his hacking activities. Written a number of articles on Lamo and his 
hacking activities. 


FBI(19-cv-1495)-8348 


Full Name: 
Last Name: 
First Name: 


Business Address: 


* ee has possibly provided him with evidence from his hacks. 


bé6 -1,3 
bye -1,3 


FBI(19-cv-1495)-8350 


BoB; 
SSN: + 
' * Writer/Reporter, Lamo possibly gave him a 
— Lamo provided him with evidence from his hacking activifies. H 


b7C -1,3 

Full Name: 
Last Name: j 
First Name: 
Business Address: 

| 

i 

| 


FBI(19-cv-1495)-8351. 


\ 
bé -1,3,5 
b7C -1,3,5 
Full Name: j 
Last Name: ' 
First Name: . 


Business Address: 


Business: 


* Own residence wil 


* Writer of tech stuff, Lamo cails him frequently, Lamo provided him with evidence of his hacking activities. Written several 
stories about Lamo, has contacted the victim companies. 


FBI(19-cv-1495)-8352 


Full Name: 
Last Name: 
First Name: 


Business Address: 


* Reporter, has written articles about Lamo and other hackers, possible has evidence provided to him by Lamo. 


beé -1,3 
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FBI(19-cv-1495)-8353 | 


bé -1,3 

bIC -1,3 

Full Name: t 
Last Name: 
First Name: 


Business Address: 


Home: 


| 


LAMO may stay with him paritten several on line articles about Lamo, has been provided evidence by 


Lamo regarding his hacks., Lamo calls him on a consistent basis. ! 
DOB; 
SSN: é ! 


FBI(19-cv-1495)-8354 


Full Name: 

Last Name: 
First Name: 
Job Title: 


Business Address: 


Business: 
Home: 


SSN: 
DOB: 


a Zz * ‘ a a = 7 ie 7 “ “a : = and a a the 


FBI(19-cv-1495)-8355 


Full Name: 
Last Name: 
First Name: b6 -1,3 


b7e -1,3 


Business Address: 


* The as a relationship qT 


* Photographer/writer 


Has written several articles on Lamo, believe Lamo provided him with evidence of his hacks. i 
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Unites States District Court 


SOUTHERN DISTRICT OF NEW YORK 


Grand Jury Subpoena 0108 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: [ Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen ‘ederal Bureau of Investigation, 26 
Federal Plaza, New York, New York 10278, telephone] 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. . 


DATED: New York, New York 


JAMES B. COMEY 
United States Attorney for the 


Southern District of New York 5 
: vlad) I< Me 
a 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 
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United States 


SOUTHERN DISTR# 


TO: b3 -1 


GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and antend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date and time: 


Appearance Date: (ae Appearance Time: [| . 


to testify and give evidence in regard to an alleged violtion of: 
‘Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Anomey, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the retum date to Special Agen «Federal Bureau of Investigation, 26 b3 -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will ~ 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
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United States Auorney for the 
Southern District of New York 
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Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew's Plaza 
New York, New York 10007 
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GREETINGS: 


WE COMMAND YOU that afl and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City | 
of New York, New York, in the Southern District of New York, at the following date and time: 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent Federal Bureau of Investigation, 26 

b3 -1 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will b6 -1,4 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. b7c -1,4 
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b3 -2 
07/25/2003 BIE -3 
CAH cah 


The attached Federal Grand Jury subpoenas were issued out of the Southern District of 


b3 -1 
b6 -3 
b7¢ -3 


"4nd 


- | 7 EBK19-qn1495)-B810 


@ : ® 


Unites States istrict Court 


SOUTHERN DISTRICT OF NEW YORK 


[ 


GREETINGS: 


Grand Jury Subpoena 0108 


TO: 


b3 -1 
b6 -3 
b7C -3 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent ‘ederal Bureau of Investigation, b3 -1 


26 Federal Plaza, New York, New York 10278, telephone number! __—_—_—_ facsimile be -1,4 
number (212) 384-4660. - bye -1,4 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


Apne _ 


United States Attorney for the 


Q Mdload VU Malles 
Don 


sistant United States Attorney Telephone: 
One St. Andrew’s Plaza ; (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8811 


@ he St e 
Grand Jury Subpoena 0108 


| Hniter States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


GREETINGS; b3 -1 
b6 -3 

WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend b7c -3 

before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 

of New York, New York, in the Southern District of New York, at the following date, time and place: 


; Appearance Date: — Appearance Time: [== <i 


to testify and give evidence in regard to an alleged violation of : 


TO: 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special ee acreage SO Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number[___|facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of courtand will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


b3 -1 
: b6 -1,4 
DATED: New York, New York BIC -1,4 


ay B. COMEY 
United States Attorney for the 


Southern District of New York : 4. Milled We MLens e 


Ssistant Unite formey Telephone: 
One St. Andrew’s Plaza - (242) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8812 


Grand Jury Subpoena 0108 @ . % be eo 


| United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


[| | 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Souther District of New York, at the following date, time and place: 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 
and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER. 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent Irederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone mumber| ‘facsimile 
namber (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
DATED: New York, New York 


JAMES B. COMEY 
United States Attorney for the 


Southern District of New York Q. Waal Mla . 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


b3 -1 
bé6 -3 
bic -3 
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b6 -1,4 
bic -1,4 


FBI(19-cv-1495)-8813 


Grand Jury Subpoena 0108 e ‘ te ® 


Wnited States istrict Court 


SOUTHERN DISTRICT OF NEW YORK 


| 


_ b3 -1 
GREETINGS: b6 -3 


bIC -3 


TO: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place: 


j Appearance Date: [| Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent rederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number [__ facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


b3 -1 
DATED; New York, New York b6 -1,4 


JAMES B. ee ale 


b7C -1,4 


United States aorney fork fhe 


Q. bhed PUM 
Clock 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza © (212) 637-2487 
‘New York, New York 10007 


FBI(19-cv-1495)-8814 


Grand Jury Subpoena 0108 @ : ny * @ 


Eniteh States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


[ 


GREETINGS: 


TO: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: =| 


fo testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agen{”SSSS~«d'ederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number{___——__—facsimnile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of courtand will subject * 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


United States Attorney for the 


Southern District of New York 0 Milled M,Mall> F 


JAMES B. COMEY A Jag 


Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


b3 -1 
bé -3 
b7c -3 


b3 -1 
b6 -1,4 
b7C -1,4 


FBI(19-cv-1495)-881 


Grand Fury Subpoena 0108 ® " a e 


| Hnites States istrict Court 


SOUTHERN DISTRICT OF NEW YORK 
, b3 -1 
b6 -3 

Bios 


GREETINGS: 


TO: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


-Appearance Date: | Appearance Time: = 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent Federal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number LT facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B. (erp uS Gn lb ba -1 


b6 -1,4 
United States Attorney for the 


; bic -1,4 
Southern District of New York 4 ON aaa Mm mnd.> : 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza 212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8816 
i 


Grand Jury Subpoena 0108 @ ri : @ - 
Wnited States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


ev 


: b3 -1 
b6 -3 
GREETINGS: b7c -3 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: _ ae Appearance Time: =| 


to testify and give evidence in regard fo an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 

or before the return date to Special Agent e vestigation, 

26 Federal Plaza, New York, New York 10278, telephone a 

number (212) 384-4660. 

Failure to attend and produce any items hereby demanded wil] constitute contempt of courtand will subject * ee - 3 4 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. bie -1,4 


DATED: New York, New York 


JAMES B. ae A, lay ia) 


United States Attorney for the 


Southern District of New York 0 Wilael Mules 


Telephone: 
One St. Andrew’s Plaza ~ (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8817 


@ r 


Grand Jury Subpoena 0108 “ y 


United States District Cant 


SOUTHERN DISTRICT OF NEW YORK 


b3 -1 
b6 -3 


b7¢ -3 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place: 


Appearance Date: eee Appearance Time: —i 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent ‘ederal vestigation, Penk 
26 Federal Plaza, New York, New York 10278, telephone number acsimile Beles 
number (212) 384-4660. Pager ES 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B. COMEY 


Bona lage 
United States AttorneyYor the 
Southern District of New York : 0. WMDnal MM.> : 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza * (242) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8818 


Grand Jury Subpoena 0108 : ! 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK. 


[| 


TO: 


b3 -1 
. . b6 -3 
GREETINGS: pic -3 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 
Appearance Date: [sd Appearance Time: Css 
to testify and give evidence in regard to an alleged violation of : 
Title 18, United States Code, Section 1030 
and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent ‘ederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone numbe facsimile 
number (212) 384-4660. 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
| you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
b3 -1 
DATED: New York, New York be -1,4 
b7C -1,4 
JAMES B. COMEY 2 Gagh lg 
United States Attorney for the , 
Southern District of New York 0. WMLoal wm, mall> . 
Corse. | 
Assistant United States Attorney Telephone: 
One.St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8819 


Grand Jury Subpoena 0108 


United States istrict Court 


SOUTHERN DISTRICT OF NEW YORK 


[| 


TO: 


b3 -1 
b6é -3 
b7c -3 


GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: Ld Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent rederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number L__ facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


pg a2 
JAMES B. COMEY A ME bé -1,4 
United States Attorney jor the b7C -1,4 


Southern District of New York 0. Lael WM medln> . 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza 212) 637-2487 
New York, New York 10007 } 


FBI(19-cv-1495)-8820 


| Unter States District Court 


SOUTHERN DISTRICT OF NEW YORK 


[ 


Grand Jury Subpoena 0108 


TO: 


b3 -1 


GREETINGS: b6 -3 
b7c -3 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special gen eral Bureau of Investigation, 
26 Federal Plaza, New York,'New York 10278, telephone number|___—_——__ facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject © 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. b3 -1 

° b6 -1,4 
DATED: New York, New York b7c -1,4 


JAMES B. COMEY A [uh 
United States Attorney for the 


Southern District of New York 


OMe Me prelnr 
Clock. 


Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-882 


Grand Jury Subpoena 0108 
United States District Court 
SOUTHERN DISTRICT OF NEW YORK 
TO: 


ae 


GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the peopie of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: [a al Appearance Time: | 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 


with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED, Please produce the requested documents on 
or before the return date to Special age ate Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone numbe_—__—facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
DATED: New York, New York 


JAMES B. aap a ae 


United States Attorney for the 


Southern District of New York 4. Wlnel mM, Malnd : 


Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza ~ (212) 637-2487 
New York, New York 10007 


b3 -1 
bé -1,4 
b7c -1,4 


FBI(19-cv-1495)-8822 


| Bunited States District Court 


SOUTHERN DISTRICT OF NEW YORK 


Grand Jury Subpoena 0108 


TO: 
b3 -1 
b6 -3 
bic -3 
GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Souther District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place: 


Appearance Date: Ld Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the foliowing: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special ‘Agen Federal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number| facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


United States Attorney. br the b3 -1 


Southern District of New York 0 Wel We mMalens .  b6 -1,4 
: . b7C -1,4 


JAMES B. COMEY Bh. low lnby 


Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-882 


| Mnited States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK. 


, b3 -1 
. b6 -3 


b7c -3 


Grand Jury Subpoena 0108 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


-Appearance Date: Ld Appearance Time: CL | 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Aen ee eatral Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone numbe| Facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


b3 -1 
DATED: New York, New York b6 -1,4 
b7C -1,4 


JAMES B. COMEY Alou [ug 
United States Attorney Yor the 


Southern District of New York 0. Wel Wales . 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza . (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8824 


Grand Jury Subpoena 0108 @ i ‘ e@ . 


United States District Court 


SOUTHERN DisTRICT OF NEW YORK 


L 


TO: 


b3 -1 
be -3 
b7¢c -3 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: [| Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agen ederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number CL fresinite 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 

b3 -1 

. bé -1,4 
games B.COMBY [Ane bh. Gu/Apy BIC -1,4 
United States Attorney for the 


Southern District of New York : 0. Wllal 1, Malle> : 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza + (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-882 


United States District Court 


SOUTHERN DISTRICT OF NEW YORK 


b6 -3 


b7c -3 


Grand Jury Subpoena 0108 


TO; 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: _ [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agen rederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number[____—_—_facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York — 


JAMES B. COMEY [frm Kh ane 
United States Attorney for the a 


Southern District of New York : 0 Wella! mn mds _ bre -1,4 


Assistant United States Attorney ; Telephone: 
One St. Andrew’s Plaza © 212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-882 


Grand Jury Subpoena 0108 @ : @ _ . 


United States Pistrict Court 
SOUTHERN DISTRICT OF NEW YORK 
TO: 
GREETINGS: peo 
7c -3 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time arid place: 
Appearance Date: Ld Appearance Time: | 
to testify and give evidence in regard to an alleged violation of : 
Title 18, United States Code, Section 1030 
and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent] Fed vestigation, 
26 Federal Plaza, New York, New York 10278, telephone number Pee csinne 
number (212) 384-4666. 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
b3 -1 
DATED: New York, New York be -1,4 
b7c -1,4 | 
JAMES B. COMEY near ¥ [ak 
United States Attorney for the 


Southern District of New York 4. Wllal Mm, mll.> . 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza ~ (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8827 


Grand Jury Subpoena 0108 S ' ‘ @ 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 

. b3 -1 

GREETINGS: bé -3 
b7C -3 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent Fed: investigation, 
26 Federat Plaza, New York, New York 10278, telephone number facsimile 
muxober (212) 384-4660. 


Failure to attend and produce any items hereby demanded wiil constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


b Gordan ae 


bic -1,4 


JAMES B. COMEY 
United States Attorney for the 


Southern District of New York 0 Wella! Wades . 


Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8828 
1 


Grand Jury Subpoena 0108 ] a os @ 


| Hniter States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


Ld 


TO: 


b3 -1 
b6 -3 
b7c -3 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Souther District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: C4 Appearance Time: Li 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent Federal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number|_______] facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B, COMEY D, [me 
United States Attorney for the 


b3 -1 


Q Mad YU Malles Berit 


ssistant United States Attorney Telephone: 
One St. Andrew’s Plaza (212) 637-2487 
New York, New York 10007 


Southern District of New York 


FBI(19-cv-1495)-8829 


Grand Jury Subpoena 0108 ® ‘ t @ 


| nites States Bietrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


[ 


: : b3 -1 

GREETINGS: bé6 -3 
b7C -3 

WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 

before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 

of New York, New York, in the Southern District of New York, at the following date, time and place: 


-Appearance Date: [ Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent] _—=—S—S—S—S—=*diFecerl vestigation, 
26 Federal Plaza, New York, New York 10278, telephone numbe facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York b3 -1 


bé -1,4 
JAMES B. COMEY A Jue 
United States Attorney for the 


bic -1,4 
Southern District of New York Q Wellnal Om, ).> F 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza ~ (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8830 


Grand Jury Subpoena 0108 ] $ @ 
| Anite States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 
b3 -1 
: bé6 -3 
/ b7c -3 
GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


-Appearance Date: ae | Appearance Time: ai 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent ‘ederal Bureau of Investigation, 


26 Federal Plaza, New York, New York 10278, telephone number[______—_—_—_facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B. CO) 
United States Attorney for the 


Southern District of New York 0 MLnel Ww malln> 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza “ (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-883} 


Grand Jury Subpoena 0108 e@ S ’ e 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK. 


TO: 
b3 -1 
bé -3 

_ GREETINGS: MIGNES 

WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 

before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 

of New York, New York, in the Southern District of New York, at the following date, time and place: 

.Appearance Date: | Appearance Time: [| 

to testify and give evidence in regard to an alleged violation of : 

Title 18, United States Code, Section 1030 
and notto depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 

NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 

or before the return date to Special Agent ‘et estigation, b3 -1 

26 Federal Plaza, New York, New York 10278, telephone numbe: facsimile b6 -1,4 

number (212) 384-4660. BIC ted 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


Borie 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


grunt 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza (212) 637-2487 
New. York, New York 10007 


FBI(19-cv-1495)-8832 


Grand Jury Subpoena 0108 ®@ v . @ 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 
bé -3 
b7C -3 
GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street}, Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: [i Appearance Time: | 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent, ] Federal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number[___—_—_—_—sifacsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B. COMEY 


b. i 
Coy (oe ws 
Southern District of New York b6 -1,4 


United States Attorney, for the . 
Q. ude WPellnr Bes 


Chon Se 
Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv- 1495)-8833 


Grand Jury Subpoena 0108 @ ene & ; : 


Muited States District Cot 


SOUTHERN DISTRICT OF NEW YORK 


—— 


TO: 


7 b3 -1 
bB6 -3 

GREETINGS: bye -3 

WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 

before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 

of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1630 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent(” __—=—S——=«dF edeal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number Ld facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
ie, 
DATED: New York, New York b6 -1,4 
: b7c -1,4 


JAMES B. COMEY Wang A. 4 af 
United States Attorney fot the 7 


Southern District of New York 


Q Mudload Merle | 
Cork 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza “ (212) 637-2487 
‘New York, New York 10007 


FBI(19-cv-1495)-8834 


Grand Jury Subpoena 0108 & rns ( 


Mnited Statex District Court 


SOUTHERN DISTRICT OF NEW YORK 


— 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
. before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

United States Courthouse, Foley Square (40 Cenire Street), Room 209, in the Borough of Manhattan, City 

of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date to Special Agent Féderal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone momber| ‘facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject ° 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


United States Attorneyyor the i‘ Cond jk MAH ; 
Southern District of New York 0. WMLlael Mme ; 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8835 


b3 -1 
b6 -3 
b7¢ -3 


b3 -1 
bé -1,4 
bic -1,4 


@ ‘ r ] 


Grand Jury Subpoena 0108 
Wnited States District Court 
SOUTHERN DISTRICT OF NEW YORK 
TO: 


[| 


: b3 -1 
: b6 -3 
GREETINGS: - b7C -3 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend. 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


.Appearance Date: [| Appearance Time: | 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without jeave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on 
or before the return date te Special ‘Agent rederal Bureau of Investigation, 
26 Federal Plaza, New York, New York 10278, telephone number] facsimile 
number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York es 3 4 


4 » b7e -1,4 


JAMES B. CO! 
United States Attorney for the 


Southern District of New York Q WMdloal Wallen . 


Assistant United States Attorney Telephone: 
One St. Andrew's Plaza * (212) 637-2487 
New York, New York 10007 


FBI(19-cv-1495)-8836 


FD-302 @a¥. 10°6,95) « 


-1- 
‘ FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 08/19/2003 


a Fraud Investigator with 


number =mail addres 
Special Agent regarding A 
summary of the e-mail follows and a copy of the e-mail is attached 3 -1 
to, and made a part of this document: bé -1,5 
b7C -1,5 
Investigation on 8/15/20 ard, California b3 -2 
- . . b6 -1 
File Date dictated Not Dictated bye <1 
b7E -3 


by 


FBI(19-cv-1495)-8837 


This document contains neither recommendations nor conclusions of the FBJ. It is the propert 
it and its contents are not to be distributed outside your agency. 


D302 Ray. 106-95) 


-1- 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 08/21/2003 
GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6 (e) 
Pursuant to a United States District Court, Northern 


District of California, Federal Grand Jury Subpoena dated 
A Fraud Investigator with[ | provided 


7 b3 -1 
the following information: b6 -5 
7c -5 
Documentation received from| jis included in the 1A 
portion of this case file. 
| 
| 
b3 -2 °: 
: ‘ b6 -1 
—~ bye -2 
bTE -3 
Investigation on 8/21/2003 a Hayward, California 
File # Date dictated Not Dictated 
by SA FBI(19-cv-1495)-8839-° 


This document contains neither recommendations nor conclusions of the FBI. It is the 
it and its contents are not to be distributed outside your agency. 


ev, 01-31-2903) 
z 


FEDERAL BUREAU OF INVESTIGATION 


* 


Precedence: ROUTINE . Date: 08/21/2003 


From: San Francisco 


14B/Hayward 
Contact: SA e ? 
Approved By: pe 3 


Drafted By: 


Case ID #: 


FS 


Title: ADRIAN LAMO; 
New York Times-Victim; 
Computer Intrusion; 
00: NY 


GRAND JURY MATERIAL - DISSEMINATE PURSUANT TO RULE 6(e) 
Synopsis: To provide contact information for ADRIAN LAMO. 


bIE -3 


Enclosure (s): 


One (1) sane and one indexed copy of an FD-302 from an August 


15, 2003, investigation. 

One (1) original and one indexed co of an FD-302 from subpoena 

| results, returned on 

| Details: ADRIAN LAMO, a twenty two (22) year old male, is the b3 -1 
subject of an investigation by the New York division. LAMO be -5 
commits unauthorized computer intrusions into major corporations. bic -§ 


New York requested San Francisco to canvas known 


sources for information regarding LAMO's current 4 
enclosed documents are i ions with a 
Fraud Inv igqator with was interviewed_on Au t 
provided further information, 
e@ return of subpoena x: ts for the 
lof LAMO. 5 
gee jAle /r- 
, EC 
b3 -2 


b6 -1 
bie -1 
FBI(19-cv-1495)-8840 b7E -3 


+ 


UPLOADS? 2 
wit ret 


FBI(19-cv-1495)-8841 


-1- 


FD.302 (Rev. 10-6-95) 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 10/08/2003 


A copy will be maintained in the file. 


4 . - NGee 


Investigation on. ,_ - 10/08/2003 at New York, NY 
, as 


b6 -1 


BIE -3 


‘This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; 
it and its contents are not to be distributed outside your agency. FBI( 19-cv- 1495}-8842 


—— aw @® Pace a2 


. 


Grand Jury Subpoena 0108 
¥ 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


Yt ce 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place:. 


Appeatance Date: [sd Appearance Time: [i 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or ofthe United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


ns 


NB: PERSONAL APPEARANCE IS REQUIRED. Please prod ML stealilinents on or before 
the return date to Special Agent| ederal Bureau of Investigation, 26 Federal Plaza, 


New York, New York 10278, telephone number facsimile number (212) 384-4660. 


Failure to attend and produce any items hereby detyanded will constitute contempt of court and will subject ° 


you to civil sanctions and criminal penalties, in addition to ofher penalties of the Law. 
b3 -1 


DATED: New York, New York bE -1,3,4 


b7c -1,3,4 
JAMES B, COMEY Aubin 
United States Attorney for the 
Southern District of New York 0 Maal On Malle> ; 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza * (212) 637-2487 i 
New York, New York 10007 H 


FBI(19-cv-1495)-8843 


| Huites States District Cot 


SOUTHERN DISTRICT OF NEW YORK 


ee 


GREETINGS: 


TO: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place:. 


Appearance Date: iz Appearance Time: —| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


NB: PERSONAL APPEARANCE IS REQUIRED. Please produce the requested documents on or before 3 -1 

the return date to Special Agent ‘'ederal Bureau of Investigation, 26 Federal Plaza, bE, 217354 
New York, New York 10278, telephone numbe: facsimile number (212) Tia RIC SL re 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


JAMES B. COMEY Guo hn 


United States Attorney jor the 
Southern District of New York 


Mudd YUMalle> 
Cenk 


Telephone: 
One St. Andrew’s Plaza ~ (212) 637-2487 
‘New York, New York 10007 


FBI(19-cv-1495)-8845 


| 


UPLOADED | i 
WITHITEXT. an) ee 
| a | b3 -2 


WITHIQUT;TEXT ae uy 
: : ey CS SON 
DAE. OCT LA 20m a 


e @ FBI(19-cv-1495)-8916 


FD-302 (Rev. 10-6-95) 


-1- 
FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 10/08/2003 


A_ Federal Grand Jury subpoena _was_ sent _to 


b3 -1 
b6 -3,5 
bic -3,5 
A copy of the response is attached. 
=o 
Invéstigationen, 5 y10-/07 420.03 at New York, NY (via facsimile) 
ay - 
File # Date dictated 10/07/2003 b3 -2 
bé -1 
ty SA b7C -1 
b7E -3 
This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is foaned to your agency; tee 
it and its contents are not to be distributed outside your agency. FBI(19-cv-1495)-8977 


: 6 


1 


Grand Jury Subpoena 0108 


| Hniter States District Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 
b3 -1 
bé -5 
b7C -5 
GREE) 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 
.Appearance Date: [sd Appearance Time: | 
to testify and give evidence in regard to an alleged violation of : 
Title 18, United States Code, Section 1030 
and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 
NB: PERSONAL APPEARANCE IS REQUIRED. Please produce .the requested documents on or before 
the return date to Special Agent| ‘ederal Bureau of Investigati jaza, 
New York, New York 10278, telephone number facsimile numbe: 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject * 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. | 
b3 -1 
DATED: New York, New York b6 -1,3,4 


b7c -1,3,4 


(nf 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


Q Mulload MePraknr 
Cord 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza . (212) 637-2487 
New York, New York 10007 
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Gaand Tury Subpoena 0108 . _— a 
Unter States Biatrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


b3 -1 
b6 -5 
b7c -5 


GREE} 


WE COMMAND YOU that all and singular business and excuses being laid asida, you appear and attend 
defore the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place: 


Appearance Date: [sd Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at-the above time and place the following: 


NB: PERSONAL APPEARANCE IS RE: D. Piesse produce the reqttested documents on or before 
the return date to Special Agent Federal Bureau of Investigntion, 26 Federal Plaza, 
New York, New York 10278, telephone number| facsimile number (212) 384-4660. 


Failure to attend and produce any items hereby demanded will constitute contempt of courtand will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


b3 -1 
b6 -1,3,4 
BIC -1,3,4 


DATED: New York, New York 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


(afr 
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Assistant United States Attomey Telephone: 
One St. Andrew’s Plaza . (212) 637-2487 
‘New York, New York 10007 
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Title: 


Synopsis: To advise of case inactivity. 


ng a mandatory TDY to 
iod of case inact? 


b6 -1 
b7¢ -1 


b6 -3 
b7c -3 
bTE -3 


b6 -1 
b7e -1 
bIE -1 


b7E -3 


En. LS 


UNTLAS 


FBI(19-cv-1495)-956 


‘UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 


UNITED STATES OF AMERICA 


3 INFORMATION 
: 04 Cr. 
Defendant. 
COUNT ONE 
(Computer Damage) , ©O 
The United States Attorney charges: . : 
Background 
1. At ail times relevant to this Information, The New 
york Times, Co., Inc, ("The:Times") was a company headquartered 


ain New York, New York. As part of its btisiness operations, The 
Times maintained computers in New York, New York, which it used 
to support a private internal computer network (“The Times's 
Intranet") . Among other information, personal information 
concerning contributors to The Times’s Op-Ed page was maintained 
on The Times's Intranet. 

2. At all times. relevant to this Information, 
UBKIS/NEKIS vas @ division of Reed-Hiserier,ple, and maintained 
databases of news articles for search by reporters, among others. 
At all times relevant to this Information, The Times maintained 


an account with LEXIS/NEXIS so that The Times’s personnel .could...- 


FBI(19-cv-1495)-957 5, 
{ 


3. Between in or about February 2002 and in or abo 


‘April 2002, ADRIAN LAMO, the defendant, without The Times’s 
knowledge or permission, gained unauthorized access to computers 
belonging to The Times located in New York, New York which were 
used to support The Times's. Intranet. Among other things, 
without the Times's knowledge or permission, and although never 
‘having contributed articles to The Times’s Op-Ed page, LAMO. 


created an account in his own name (the “LAMO Account”) on The 


Times's Intranet reflecting his status as a contributor to The 


Times's Op-Ed page. 

Pa Ya In addition, LAMO created a fictitious account 
(the “Fictitious Account”) on The Times’s computer network which 
che later used to conduct unauthorized LEXIS/NEXIS research using 
The ‘Times’s account with LEXIS/NEXIS. In particular, between on 
er about February 14, 2002, and on or about February 26, 50a. 


without authorization of The Times or of LEXIS/NEXIS, using the 


Fictitious Account, ADRIAN LAMO, the defendant, ran muitiple 


searches in LEXIS/NEXIS databases for, among other things, news 


stories concerning himself. 

5. Following» the unauthorized access, of The Times’s 
computers by ADRIAN LAMO, the defendant, The Times became aware 
of LAMO’'s unauthorized access and the creation of the LAMO 
Account and the Fictitious Account. As a result, The Times was 


required to take numerous remedial and corrective measures in 


FBI(19-cv-1495)-958 


; order to restore the integrity and proper functioning of its 
| computer systems. 


| Statutory Allegation 


6. From in or about February 2002 through in or about 
April 2002, in the Southern District of New York and elsewhere, 
i ADRIAN LAMO, the defendant, intentionally accessed protected 
. computers without authorization and, as a result of such conduct, 
recklessly caused damage to one and more persons during a one- 
year period (and loss resuiting from related courses of conduct 
affecting one and more other protected computers) aggregating at 
least $5,000 in value, to wit, LAMO, without The Times’s 
knowledge or authorization, repeatedly accessed The Times's 
private computer Intranet, and altered the contents of The 
Times's databases including a database containing the personal 
information of contributors to The Times’s Op-Ed page, and by 
such conduct caused damage resulting in a loss in excess of 
$5,000 during a one year-period to The Times. 


(Title 18, United States Code, 
Sections 1030 (a) (5) (A) (11) and 1030 (a) (5) (8) (i) .) 


Doth . 
DAVID N. KELLEYME 
United States Attorney 
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United States Agomey 
_ Souttern District of New Yark 


L INFIRMATICN < 
EREIN I3 WM: 
DATE 93-01-20); 


"The livia J, Molin Building 


OMG Salad Andrews Haze 
Mew York, Hew Fork 10007 
December 29, 2003 

By Teleeopy 

Sean Hecker, Esq. 

The Legal Aid Sociery 

Federal Defender Division 

52 Duane Street 


New York, New York 10007 
fax 212-871-0392 


Re: United States v. Adrian Lamo,0¢Cr.___ ) 


Dear Mr. Hecker: 


On the understandings specified below, the Office of the United Stares Attorney for the 
Southern District of New York (“this Office") will accept a guilty plea fram Adrian Lamo (the 
defendant’) to Count One of the above-referenced Information. Count Ono charges the defendant 
with violating Title 18, United States Code, Sestions 1030(a)(SA}H) and 1030(a)(S)(BYMO, fom 
in of about February 2002, to in or about April 2002, by intentionally accessing computers owned 
and maintained by the New York Times Co., Ins, (“The Times”), and by creating accounts in his 
nama and the name of 2 fictitious individual on those computers and, by doing so, recklessly oausing 
damage resulting in a loss to ont or more persous during a one-year period agerevating at least 
$5,000, This charge cates a maximum sentence of 5 years' imprisonment, 2 maximum fine, 
pursuant to Title 18, United States Code, Section 3571 of the greatest of $250,000, rwice the gross 
pecuniary gain derived fram the offense, or twice the gross pecuniary loss (o persons other than the 
defendant resulting from the offense, s $100 special assessment, and supervised release of three 
years, In addition ta the foregoing. the Court must order restitution in accardance with Sections 
3663, 3663A and 3664 of Title 18, United States Code. 


In consideration ofhis plea to the above offense, the defendant will not be farther pro peouted 
criminally by this Office (exept for criminal tax viclasions as ta which this Office cannot, and does 
not, make any agreement) for unauthorized access, between February 2002 and April 2002, of 
computers owned and maintained by Tho Times. tn addition, at the time of sentencing, the 
Government will move To dismiss any open Count(s) against the defendant, The defendant agrees 
shat with yespect to any and all dismissed charges be is not a “prevailing party" within the meaning 


soar 
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Sean Hecker, Esq. 
December 25, 2003 
Page2 


of the “Hyde Amendment,” Section 617, P.L, 105-119 (Nov, 26, 1997), and will not file any claim 
under that law. 


In consideration of the foregoing end pursuant te Sentencing Guidelines Section 681.4, the 
parties hereby stipulats to the follawing: 


A. Offence Level 

1, The Guideline applicable to a violation of 18 U.S.C. § 1050(2)(S)(A)Gi) is § 2B1.1. 

2, Pursuant te U.S,5.G.§ 2B1.1(2), the base offense level is 6. 

3.. Pursuant to U.S.9.G.§ 2B1.1(6)(2)(D), 6 Jevels are added because the loss amount, 
(including all “relevant conduct" applicable under U.S.S.G. § 1B13(a)(2)), is between 
$30,000 and $70,009, 

4. Assuming the defendant clenrly demonstrates acceptance of responsibility, to the 
satisfattion of the Government, through his alleention and subsequent conduct prior to 


the imposition of sentence, 2 2-level reduction wil] be warranted, pursuant to U.S.S,G. 
§.3B1.1 (a) 


th accordance with the above, the applicable Guidelines offense level is 10. 
3. Criminal History Category 


Based upon the information now avuileble to this Office (including representations by the 
defense), the defendant has no prior criminal history to which the Guidelines apply. 


Jn accordance with the above, the defendant's Criminal History Category is L 

C. Sentencing Range : i 

: Based upon the calculations set forth above, the defendant's stipulated sentencing Guidelines 
range is 6 to. 12 months’ imprisonment. In addition, after determining the defendant's ability to gay, : 


the Court niay impose a fine pursuant fo § SEI,2, At Guidelines levell0, the applicable fine range 
is $2,000 to $20,000, 


The parties agtee that neither a downward nor an upward departure from the Sentencing 
Tange set forth aboveis warranted. Accordingly, neither party will seek such 2 departure or seek any 
adjusmmentnotset forth herein, Nor will citherparty suggest that the Probation Department consider 


yaog ‘ 2 
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Sean Hecker, Exsy. 
December 29, 2003 
Page3 


such a departure or adjustment, or suggest thar the Court sua sponte sansider such o departure or 
adjustment, 


Except as provided in any written Proffer Agreement(s) that may have been entered into 
between this Office and the defendant, nothing in this agresment limits theright af the parties (i) to 
present te the Probation Department or the Court any facts relevant to sentencing: (ii) ta make any 
arguments regarding where within the Sentencing range set forth above (or such other range as the 
Court may determine) the defendant should be sentenced; (iii) to seek an appropriately adjusted 
Sentencing rangeifitis determined based upon new information that the defendant's criminal history 
category is different from that get forth above. Nothing in this agreement limits the right of the 
Government to seek denial of the adjustment for acneptance of responsibility, sec U.S.S.G. § 3E1.1, 
and/orimpasition of an adjustment for obstruction ofjustice, see U.S.8.G. § 3C).1, regardless ofany 
stipulation set forth above, shauld the defendant move to withdraw his/her guilty ples once it is 
entered, or should if be determined that the defendant has either (3) engaged in conduct, unknawn 
ta the Government at the timeof the signing ofthis Agreement, that constitutes obstruction ofjustice 


or (ii) committed another crime after signing this agreement. 


Tig understood that pursuant to Sentencing Guidelines § 6B1.4(d), neither the Probation 
Department uor the Court fs bound by the above Guidelines stipulation, either as to questions of fact 
oF as to the determination of the proper Guidelines to apply to the facts, In the event that the 
Probation Deparment or the Court contemplates any Guidelines adjustments, departures, ar 
caleilations different from those siipulated to above, the parties reserve the right to answer any 


inquiries and to make al] appropriate arguments concerning the same. 


iis understood that the sentence to be imposed upon the defendant is determined solely by 
the Court, This Offices cannot, and doeanor, make any promise or representation as to what sentence 
the defendant will receive, Moreover, it is understood that the defendant will have no right to 
withdraw his plea of guilty should the sentence imposed bythe Court be outside the Guidelines range 


Set forth above, 


This further agreed (i) that the defeodant will not filea direct appeal, nor litigate under Title 
28, United States Code, Section 2255 and/or Section 2241, any sentence within or below the 
stipuloted Sentenciny range set {amh shove and (ii) that the Government will notappeal any sentence 
within or above the stipulated Sentencing range, This provision is binding on the parties even ifthe 
Court employs a Guidelines analysis different from that supulated te herein. Furthermore, it is 
agreed that any appeal as to the defendant's sentence that is not foreclosed dy this provision will be 
United to that portion of the sentencing calculation that is inconsistent with {or not addressed by) 


the above stipulation, 


foptaes 
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Sean Heoker, Esq. 

December 29,2003 

Page d 

The defendant hereby acknowledges that he has arcepted this Apreement and decided to 

plead guilty because he isin fart evilty, By cntesing this plea of guilty, the defendant waives anyand 
All right to withdraw his plea or to atteck his conviction, either on direct appea! or collaterally, on 

the ground that the Government has failed to produce any discovery material, Joncks Act material, 

exculpatory materis] pursuant ta Bredy v. Maryland, 373 U.S. 83 (1963), other than infarmation 

setablishing the factual innneence of the defendant, and impeachment material pursuant to Gigli 

v. United States, 405 U.S. 150 (1972), that has nor already been produced as of the date of the 


signing of this Agreement, 


Tis further agreed that should the conviction following defendant's plea of guilty pursuant 
to this Agreement be vacated for any reason, then any prosecution that is not time-bamred by the 
applicahle statute of Limitations on the date of the signing of this apreement (including any counts 
that the Government has agreed to dismiss at sentencing pursuant 16 thin Agreement) may be 
commenced or reinstated against defendant, notwithstanding the expiration of the statute of 
limitations between the signing of this Apreement and the commencement or reinstatement of such 
prosecution. It is the intent of this Agreement to waive all defenses based on the statute of 
Tmiterions with respect to any prosecution that is nat tlmesharred on the date that this Agreement 
is signed. 
° It is farther understood that this Agreement does not bind any federal, state, or Jaca! 
prosecuting authoriry other than this Office. 


Apart fom any written Proffer Agreement(s) that may have been entered into between this 
Office and defendant, this Agreement snpermedes any prior understandings, promises, or conditions 
between this Office and defendant. No additional understandings, promises, or conditions have been 


entered 


yore 


P.25/86 
Fee O3 


fmm EB TO-ty1 495)-963 


212 574 8392 P.@605 
P.goras 


6 e- erzagex: 


ENB ?r2eR4 


a 


Sean Heoker, Esq. 
December 29, 2003 
- Pages 
inte other than thoxe set forth im this Agremment, and noue Will he entered into unless in writing and 
, signed by all parties, 
Very truly yours, 


DAVIDN, KELLEY 
United States Atiomey 


By: tir@Men 


Josepy’V. De Marce 
Assistant United States Attomey 
(212) 637-2203 


Chief, Major Crimes Unit 


DATE : 


AGREED AND CONSENTED TO: 


aman 


SEAN HECKER, ESQ. DATB 
Atlomey for LAMO . 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 03/08/00 


The writer performed Internet searches forL__—ids and best? 
aaa 


Results of the Internet searches are summarized as BIg? 
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Investigation on 03/07/00 aw Falls Church, VA 
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This document contains neither recommendations nor conclusions of the PBI. It is the property of the FBI and is loaned tw your agency 
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FEDERAL BUREAU OF INVESTIGATION 


(01/26/1998) 


Precedence: ROUTINE Date: 03/06/2002 
To: New York 


From: New York 
Squad C-37 


ec -1 


Case ID #: 


Title: LAMO, ADRIAN 
Synopsis: Request to open sub-files and change of title. 


Details: Writer requests the following sub-files to be opened in 
above referenced case: 


Also, please open the following Sub files: 


b3 -2 
bIE -3| 


Writer requests Title of Case be changed to : 


ADRIAN LAMO 

New York Times-Victim; 
Computex Intrusion- Information Systems 
00: NY 


“1495)-6668 


: eee aley 
eo covonsd WY bedd U(ciy bee oe once Be 


UPLOADE 
WITHITEXT. aa 


war 14 2002 


tee 


e) FBI(19-cv-1495)-6669 


U.S. Department of Justice 


Federal Bureau of Investigation 


In Reply, Please Refer to 26 Federal Plaza 
File No. New York, New York 10278 
March 14, 2002: 


Yahoo 
Custodian of Records 
Legal Departme 


As per our conversation on 3/14/2002, 1 em requesti 
information from Yahoo inf regards to a computer intrugion. J+ 
computer intrusioh.happened in August/September 2001 and was” 
performed by” Adri a L . Adrian Lamo contacted the compul ver 
security dompany; SecurityFocus who alerted Yahoo abéut the 
intrusion. anced 


: : . : ia 5 = 
During the intrusion, Adrian Lamo ma¢2 Gnanges to 
several news postings on Yahoo in particular an article about ©. 
Russian programmer Dmitry Sklyarov as well as several others. 


As a victim, I ho at Yahoo can be of assistance sn 
this matter. ewcial Agent can be contacted b6 -1 
Co vith any questions or inform tion regarding t* bie -1 


matter. 


Sincerely, 


Kevin P. Donovan 
Assistant Director in Charge 


B 


A/Supervisory Special Agent 


FBI(19-cv-1495)-6670 


Sulbcew wd 


, UPLOADS 
WITH/TEXT. 
pnuoure tet. — way 07 2002 © bos va 
mS“ - | 
: a 


e r FBI(19-cv-1495)-667 
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-1- 
FEDERAL BUREAU OF INVESTIGATION 


Date of transcription _05/07/2002 


val Grand Jury subpoenas were served via Federal 


b3 -1] 


Copies of all subpoenas will be maintained in the file. 


[——===~. it-and. its, contents.are not to. be. distributed outside yout agency. 


Investigation on 05/06/2002 = New York, NY . 
b3 -2 


File { Date dicted 95/06/2002 b6 -1 
bye -1 


This document contains neither recommendations nor conclusions of the FBI. it is the property of the FBI and is loaned to yo anes: 
19-cy-1495)-6672 


eo e 


United States District Court 


Grand Jury Subpoena 0012 


SOUTHERN DistRICT OF NEW YORK 


TO: 


b3 -1 
GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: =| Appearance Time: [| 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030. 
and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 


bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requeste ents are delivered or made available 
on or before the retum date to Special Agen ureau of Investigation, 26 eee - 1 
Federal Plaza, New York, New York 10278, telephone 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _New York, New York 


b3 -1 
bé -4 
JAMES B. COMEY b7c -4 


United States Attorney for the 


Southern District of New York 
Goan mm. Say ae 


Assistant United States Attorney Telephone: (212) 637-2277 : 
One St. Andrew’s Plaza : 
New York, New York 10007 


FBI(19-cv- 1495)-6673 
i 


U.S. Department Sr Justice 


United States Attorney 
Southern District of New York 


The Silvio J. Mollo Building 
One Saint Andrew's Plaza 
New York, New York 10007 


April 15, 2002 


Re: Grand Jury Subpoena Duces Tecum 


To Whom It May Concem: 


With respect to the enclosed grand jury subpoena duces tecum, please be advised 
that this subpoena is being issued pursuant to an official criminal investigation of a suspected 
felony being conducted by a federal grand jury. 


‘The Government hereby requests that you voluntarily refrain from disclosing the 
existence of the subpoena to any third party. While the law permits you to make disclosure, we 
are requesting you not to do so in order to preserve the confidentiality of the grand jury’s 
investigation and because disclosure of the existence of this investigation might interfere with 
and impede the investigation. 


Moreover, in order to avoid inadvertent disclosure, please notify me before 
sending out any disclosure notice so that I may renew the request for non-disclosure before 
notice is sent out if that is necessary. 


Thank you for your cooperation in this matter. 
Very truly yours, 


MARY JO WHITE 


By: 


ssistant United States Attorney 


Enclosure 


FBI(19-cv- 1495)-667 


United States District Court 


Grand Jury Subpoena 0012 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney,-and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


ents are delivered or made available 
‘ederal Bureau of Investigation, 26 


N.B.: Personal appearance is not required if the re 
on or before the retum date to Special Agent 
Federal Plaza, New York, New York 10278, telephon: 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: - = = l 


JAMES B. COMEY 
United States Attorney for the 
Soptthern District of New York 


ona y Pose mm. he 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6674 


b3 -1 


b6 -1 
b7¢ -1 


b6 -4 
b7C -4 
b3 -1 


 ] US, Departmen Sf Justice 


” United States Attorney 
Southern District of New York 


The Silvio J. Mollo Building 
One Saint Andrew's Plaza 
New York, New York 10007 


April 11, 2002 
b3 -1 


Re: Grand Jury Subpoena Duces Tecum 


To Whom It May Concern: 


With respect to the enclosed grand jury subpoena duces tecum, please be advised 
that this subpoena is being issued pursuant to an official criminal investigation of a suspected 
felony being conducted by a federal grand jury. 


The Government hereby requests that you voluntarily refrain from disclosing the 
existence of the subpoena to any third party. While the law permits you to make disclosure, we 
are requesting you not to do so in order to preserve the confidentiality of the grand jury’s 
investigation and because disclosure of the existence of this investigation might interfere with 
and impede the investigation. 


Moreover, in order to avoid inadvertent disclosure, please notify me before 
sending out any disclosure notice so that I may renew the request for non-disclosure before 
notice is sént out if that is necessary. 


Thank you for your cooperation in this matter. 
Very truly yours, 


MARY JO WHITE 
i bé -4 
bic -4 
By: 


Assistant United States Attorney 


Enclosure 


FBI{19-cv-1495)-6678 


See 


can United States District Court 


Grand Jury Subpoena 0012 


SOUTHERN DisSTRICT OF NEW YORK 


TO: 
b3 -1 
GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 
Appearance Date: [| Appearance Time: [| 
to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 
and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if nts are delivered or made available be -1 
on or before the retuin date to Special Agen Bureau of Investigation, 26 bye -1 
Federal Plaza, New York, New York 10278, telephon 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
DATED: New _ New York 
. b3 -1 
JAMES B. COMEY . b6 -4 
United States Attorney for the bIC -4 


Southern District of New York ) : 
Comey We jee my. (ae 


Assistant United States Attormey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-667 


C U.S. Departmen Justice 


* United States Attorney 
Southern District of New York 


The Silvio J. Molo Building 
One Saint Andrew's Plaza 
New. York, New York 10007 


April 15, 2002 


Re: Grand Jury Subpoena Duces Tecum 


To Whom It May Concern: 


With respect to the enclosed grand jury subpoena duces tecum, please be advised 
that this subpoena is being issued pursuant to an official criminal investigation of a suspected 
felony being conducted by a federal grand jury. 


The Government hereby requests that you voluntarily refrain from disclosing the 
existence of the subpoena to any third party. While the law permits you to make disclosure, we 
are requesting you not to do so in order to preserve the confidentiality of the grand jury’s 
investigation and because disclosure of the existence of this investigation might interfere with 
and impede the investigation. 


Moreover, in order to avoid inadvertent disclosure, please notify me before 
sending out any disclosure notice so that I may renew the request for non-disclosure before 
notice is sent out if that is necessary. 


Thank you for your cooperation in this matter. 
Very truly yours, 


MARY JO WHITE 


By: 
Assistant United States Attomey - 


Enclosure 


FBI(19-cv-1495)-6683] 


b3 -1 


b6 -4 
b7C -4 


United States District Court 


Grand Jury Subpoena 0012 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


b3 -1 
GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borou; gh of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: LE ] 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


ents are delivered or made available 
Bureau of Investigation, 26 


N.B.: Personal appearance is not required if the requeste: 
on or before the return date to Special Agen 
Federal Plaza, New York, New York 10278, é fephone 


b6 -1 ; 
b7C -11 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _New = New York 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


yup ose 0. (hr Boren 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New. York 10007 


b3 -1 
b6 -4 
b7C -4 


FBI(19-cv-1495)-6684 


@ US. Department Justice 


* United States Attorney 
Southern District of New York 


The Silvio J. Mollo Building 
One Saint Andrew's Plaza 
New York, New York 10007 


April 11, 2002 


Re: Grand Jury Subpoena Duces Tecum 


To Whom It May Concern: 


With respect to the enclosed grand jury subpoena duces tecum, please be advised 
that this subpoena is being issued pursuant to an official criminal investigation of a suspected 
felony being conducted by a federal grand jury. 


The Government hereby requests that you voluntarily refrain from disclosing the 
existence of the subpoena to any third party. While the law permits you to make disclosure, we 
are requesting you not to do so in order to preserve the confidentiality of the grand jury’s 
investigation and because disclosure of the existence of this investigation might interfere with 
and impede the investigation. 


Moreover, in order to avoid inadvertent disclosure, please notify me before 
sending out any disclosure notice so that I may renew the request for non-disclosure before 
notice is sent out if that is necessary. 

Thank you for your cooperation in this matter. 


Very truly yours, 


MARY JO WHITE 


bé -4 
bic -4 
By: 


Assistant United States Attorney 


FBI{19-cv-1495)-6684 


United States District Court 


* 
Grand Jury Subpoena 0012 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: (ane! Appearance Time: ("i 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the re 
on or before the return date to Special Agen 
Federal Plaza, New York, New York 10278, telephon 


ested documents are delivered or made available 


‘ederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _ New York, New York 


JAMES B. COMEY 
United States Attorney for the 


Southern District of New York m LE. 
“OAc 


Assistant United States Attomey Telephone: (718) 422-53682 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 
1 
i 
! 

bé -1 |} 

b7c -1 


FBI(19-cv-1495)-6685 


United States District Court 


“~ OF Grand tury Subpoena 0012 


SOUTHERN DISTRICT OF NEW YORK 


TO: b3 -1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER. 


“N.B.: Personal appearance is not required if the requested d nts are delivered or made available 
on or before the return date to Special Agent| ‘ederal Bureau of Investigation, 26 be -1 
Federal Plaza, New York, New York 10278, felephon . pre “2 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _New York, New York 


L | 


JAMES B. COMEY bé -4 
United States Attorney for the . : *b7G -4 
Soyshern District of New York 


icy po In. blr foceme 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI{19-cv-1495)-6687 


iE nited States District Gout 


Grand Jury Subpoena 0012 


“ay 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


b3 -1 
GREETINGS: 


WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: = 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


NB. Personal appearance is not required if the requested documents are delivered or made available 
on or before the retum date to Special Agent Bureau of Investigation, 26 bs? =1 
Federal Plaza, New York, New York 10278, telephon: BECSSE 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _New York, New York 
S&L 
. b7c -4 


JAMES B. COMEY 
United States Attorney for the 


Souther District of New York o ™”. oul 
Leb i 


Assistant United States Attommey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6684 


® US. Departmen Justice 


United States Attorney 
Southern District of New York 


The Silvio J. Molto Building © 
One Saint Andrew's Plaza 
New York, New York 10007 


April 15, 2002 


Re: Grand Jury Subpoena Duces Tecum 


To Whom It May Concern: 


With respect to the enclosed grand jury subpoena duces tecum, please be advised 
that this subpoena is being issued pursuant to an official criminal investigation of a suspected 
felony being conducted by a federal grand jury. 


The Government hereby requests that you voluntarily refrain from disclosing the 
existence of the subpoena to any third party. While the law ‘permits you to make disclosure, we 
are requesting you not to do so in order to preserve the confidentiality of the grand jury’s 
investigation and because disclosure of the existence of this investigation might interfere with 
and impede the investigation. 

Moreover, in order to avoid inadvertent disclosure, please notify me before 
sending out any disclosure notice so that I may renew the request for non-disclosure before 
notice is sent out if that is necessary. 

Thank you for your cooperation in this matter. 


Very truly yours, 


MARY JO WHITE 


By: 


Assistant = ili Attorney 
Enclosure 


b3 


=i 


be -4 
b7Cc 


“4 


FBI(19-cv-1495)-6693] 


. *e Grand Jury Subpoena 0012 


United States District Count 


SOUTHERN DisTRicT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 


‘ents are delivered or made available 
‘ederal Bureau of Investigation, 26 


on or before the return date to Special Agent 
Federal Plaza, New York, New York 10278, telephonel 


N.B.: Personal appearance is not required if # 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: = = “ York 


JAMES B, COMEY 
United States Attorney for the 
Southern District of New York 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 


be -1 
bB7C -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-669 


JuL 13 2002 


@ FBI(19-cv-1495)-6694 
J 


: @ t FBI(19-cv-1495)-6696 


JuL 18 2002 


i] ral(19-cy-1495)-6704 


Subwe & 


UPLOAD 
WITHTEXT. 


. r) FBI(19-cv-1495)-6707 


_ 


FD-302 (Rev. 10-6.95) a 


FEDERAL BUREAU OF INVESTIGATION 


Date of transcription _09/27/2002 


The attache Federal Grand Jury subpoenas were sent to 
their corresp: ini i 4 


“Investigation on 09/26/2002 _* New York, NY 


File { Date dictated 09/27/2002 pe 2 
b7¢ -1 


This document contains neither recommendations nor conclusions of the FBI. It is the Property of the FBI and is loaned to your agency: 
==: -jtrand?its-contents ate not-to“be=distributed-outside-your-agency.2==-=. FEL ae at F05)5 67087 | 
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- 
Grand Jury Subpoena 0012 


Huited States Bistrict @ourt 
SOUTHERN DISTRICT OF NEW YORK , 


TO: 


b3 -1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
ef New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [i Appearance Time: zl 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent [ Fecera Bureau of Investigation, 26 be -1 
HTC =, 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: ae = 
b3 -1 
b6é -4 
. @) b7c -4 
JAMES B. COMEY is jem Wh. boa gh 


United States Attorney for the Peer 
Southern District of New York 


|| 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI{19-cv-1495)-6709 


Grand Jury Subpoena 0012 


United States istrict @ourt 


SouTHERN District of NEw YORK 


b3 -1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend - 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: ———a| Appearance Time: =| 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available Beck 
on or before the return date to Special yr memes oo Bureau of Investigation, 26 pre -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: as 
p= fa Comey 
JAMES-B. COMBY WY b3 -1 


United States Attorney for the It (ag) iD WA b6 -4 
Southern District of New York Chane PY), ee ae BI 


| 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6711 


Grand Jury Subpoena 0012 


United States Bistrict @ourt 


SouTHERN District oF NEw YorK 


TO: 


GREETINGS: - 
WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street}, Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: [ie oi] 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER, 


NB: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special A, | ederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMES-B. COMEY WY; on “y 
United States Attorney for the Le ad oH - OY). bé he 


Southern District of New York 


a 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 

b6é -1 
b7C -1 
b3 -1 
b6 -4 
b7C -4 


FBI(19-cv-1495)-6713 


me 
‘Grand Jury Subpocna 0012 


United States District @ourt 


SOUTHERN DistRicT oF NEW YORK 


TO: b3 -1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street}, Room 209, in the Borough: of Manhattan, City 
of New York, New York, in the Southern District of New York, at the fellowing date and time: 


Appearance Date: | Appearance Time: — 


te testify and give evidence in regard to an alleged violation oft 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without feave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 

N.B.: Personal appearance is not required if ents are delivered or made available 

on or before the return date to Special Agen ‘ederal Bureau of Investigation, 26 bE -1 
BIC. aL. 

Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition to other penaities of the Law. 

DATED: 
b3 -1 


b6 -4 
Ge : b7c -4 
JAMES SB. COMEY V3 
; tg 


United States Attorney for the , kz 
Southern District of New York est mM. Oe aa 
Assistant United States Attorney Telephone: (212) 637-2277 


One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6715 


+4 


? 
Grand Jury Subpoena 0012 


United States Bistrict Gout 
SOUTHERN DISTRICT OF NEW YorK 


TO: 


GREETINGS: 


WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Sireet), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


SEB ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent ‘ederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


dla 3, om Cabo 


United States Attorney for the 
Southern District of New York 


Do] 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 
b6 -5 
b7c -5S 


b6 -1 
b7e -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-6717 


Grand Jury Subpoena 0012 


United States District Cant 
SOUTHERN DistrRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the foliowing date and time: 


Appearance Date: | Appearance Time: [| 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER. 


NB.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent! Do  pederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


pum CS. 
said Ya 


United States Attorney for the Ch. be VA 
Southern District of New York my . PA ee 
Assistant United States Attorney Telephone: (212) 637-2277 


One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 


b6 -1 
b7¢ -1 


b3 -1 
b6 -4 
bI7C -4: 


FBI(19-cv-1495)-671 


Grand Jury Subpocna 0012 


United States Bistrict Court 


SOUTHERN District oF NEw YORK 


b3 -1 
TO: b6 -5 
Sr +5 
GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 
Appearance Date: [| Appearance Time: [| 
to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 
and not to depart the Grand Jury without feave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 
SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special 7 Federal Bureau of Investigation, 26 b6 -1 
b7¢ -1 
Failure to attend and produce any items hereby demanded wili constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 
DATED: New York, New York 
b3 -1 
ee b6 -4 
. 5 Krab Fy gars b7c -4 
0 . (a 
JAMES B. COMEY 


United States Attorney for the A cD 
Southern District of New York 


[Ld 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6724 


Grand Jury Subpoena 0012 


United States District Cant 


SOUTHERN DisTRICT OF NEW YORK 


TO: 


b3 -1 
b6 -5 
b7C -5 
GREETINGS. 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people ofthe United States for the Souther District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: Ld Appearance Time: — : 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent P Federal Bureau of Investigation, 26 b6 -1 
b7C -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 
b3 -1 


b6 -4 
re x aD J b7c -4 
ak i Hy, Az) poe ). fe 1 ee 


United States Attorney for the 
Southern District of New York 


_—— 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI{19-cv-1495)-6723 


Grand Jury Subpoens 0012 


aited Stutes Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Souther District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special ‘gen Federal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMES B. COMEY : Ys 7] 
United States Attorney for the 
Southern District of New York 


[| 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 
b6 -5 
b7¢ -5 


be -1 
bB7C -1 


FBI(19-cv-1495)-6725 
! 


Grand Jury Subpocna 0012 


Marited States District @ourt 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


b3 -1 


GREETINGS: 
WECOMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the, 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special agen] ede Bureau of Investigation, 26 b6 -1 
bIC -1 

Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 

DATED: New York, New 
b3 -1 
b6 -4 


7 “% b7c -4 
JA . COMEY Yee ‘b vA 
United States Attorney for the Keaprnte VY). Cad aM 


Southern District of New York 


Ld 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, Néw York 10007 


BI(19-cv-1495)-6727 


Pr’ 
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Grand Jury Subpoena 0012 


United States District @ourt 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


b3 -1 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being [aid aside, you appear and attend ! 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the foflowing date and time: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the retum date to Special Agent|—éFederal Bureau of Investigation, 26 b6 -1 
bc -1 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition te other penalties of the Law. 


DATED: 


Le 3 yn Gm rn. Lohan gg 


United States Attorney for the ~ bé -4 
Southern District of New York - pic -4 


—— 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI{19-cv-1495)-6729 


Grand Jury Subpoena 0042 


Hutited States District @aurt 
SOUTHERN District OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that ali and singular business and excuses being laid aside. you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: Ld Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if ested documents are delivered or made available 
on or before the return date to Special Agent Federal Bureau of Investigation, 26 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will 


subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


saeco A prte 


United States Attorney for the 
Southern District of New York 


_—aee| 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 


New York, New York 10007 


b3 -1 


b6 -1 
b7e -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-673 


oh 


Geand Jury Subpoetra 0012 


TO: 


GREETINGS: 


Untied States District @ourt 


SouTHERN DISTRICT OF NEW YORK 


b3 -1 
be -5 
b7c -5 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: [| 


to iestify and give evidence in regard to an alleged violation of: 


and not to depart the Grand Jury 
bring with you and produce at the 


NB.: Personal appearance is not 
on or before the return date to Sp. 


Title 18, United States Code, Section 1030 


without leave thereof, or of the United States Attorney, and that you 
e above time and place the following: 


SEE ATTACHED RIDER 


required if the requested documents are delivered or made available 
ecial agen] Rederal Bureau of Investigation, 26 be -1 
b7c -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMBS’B. COMEY , y. aoe ”. be bctnn be 7 


United States Attorney for the 
Southern District of New York 


Ld 


Assistant United States Attorney 
One St. Andrew’s Plaza 
New York, New York 10007 


JA b7c -4 


Telephone: (212) 637-2277 


FBI(19-cv-1495)-6733 


Grand Jury Subpoena 0012 


United States District @ourt 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


b3 -1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Souther District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: LC] Appearance Time: LC] 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER ! 


NB.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the retum date to Special Apel a peal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMES-8, COMEY 74 b3 -1 


United States Attorney for the wy} oo Pees 
Southern District of New York PIs 


= 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


aS 


FBI(19-cv-1495)-6735 


Grand Jury Subpocna 0012 


United States Mistrict Gourt 
SOUTHERN DISTRICT OF NEW YORK 


TO: seal 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: =| 


to testify and give evidence in regard to an alleged violation of: 
; Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 

N.B.: Personal appearance is not required if the requested documents are delivered or made available 

on or before the return date to Special Gea Se Bureau of Investigation, 26 bE 1 
b7¢ -1 

Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 

DATED: 
b3 -1 


vod! oe oY Canin PY), Ferber. bed 


United States Attorney for the 
Southern District of New York 


=a 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6737 


Grand Jury Subpoena 0012 


Auited States District @aurt 


SOUTHERN DISTRICT OF NEW YORK 


b3 -1 
TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Scuthern District of New York, at the following date and tine: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen| «Federal Bureau of Investigation, 26 bé -1 
b7¢c -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New 
b3 ~1. 
b6 -4 
i Conmag b7Cc -4 
JAMES B, COMEY. Wa, ao 


United States Attorney for the 
Southern District of New York 


—_ 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI{19-cv-1495)-6739 


sid Jury Subprena 0012 


Alnited States Histri Ey teeth 


SOUTHERN DISTRICT OF i") 


TORK 


b3 -1 
“ETINGS: 
COMMAND YOU that all and singular business andex- =~ sing laid aside, you appear and ath.’ 
e the GRAND JURY of the people of the United States...‘ :uthern District of New York, at 
ed States Courthouse, Foley Square (40 Centre Street), F in the Borough of Manhattan, C 
ew York, New York, in the Southern District of New Y following date and time: 
earance Date: =a Appe .me: [ 
tify and give evidence in regard to an alleged violatior 
Title 18, United States Cu-.c. . sotion 1030. 
a 1 not to depart the Grand Jury without leave thereof, or of the 'nited States Attorney, and that yor 
"yx With you and produce at the above time and piace the 5- -} 
SEE ATTACHED RIDES 
“3, Personal appearance is not required if the r ie i's are delivered or made available 
before the return date to Special Agen: eral Bureau of Investigation, 26 ava 
1<*are to attend and produce any iterns hereby demande: .; >. astitute contempi of court and «|. 
sucect you to civil sanctions and criminal y enalties, in add... xs i> cther penalties of (ie Law. 
7 .TED: New ew Yi 
[} ten Z . ee 
G COMEY 
d States Attorney for the 
Scuthern District of New York b3 -1 
bé -4 


Accistant United States Anormey Telephone: (212) 637-2277 
C 2 St. Andrew’s Plaza 
‘New York, New York 10007 


FBI(19-cv-1495)-674 


Grand Jury Sebpocne 0012 


United, States istrict Gout 


SOUTHERN DisTRicT OF NEW YORK 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
Uvited States Courthouse. Foley Square (4G Centre Street), Room 209, in the Borough of Manhattan, City 
ef New York, New York. in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: —| 4 


asnzetify znd give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1036 


and not te depart the Grand Jury without feave thereof, or of the United States Attorney, and that you 
beiag with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


: Personal appearance is not required if cuments are delivered or made available 
gar before the retum date to Special Agen ‘ederal Bureau of Investigation, 26 


» a attend and produce any items hereby demanded will constitute contempt of court and will 
siiiject yaa to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


ESTED: w York, New 
f 

yo f-- 3 

t: &= COMEY 


ised States Attorney for the 
Suesheru District of New York 


nt United States Attommey Telephone: (212) 637-2277 
Ghee St. Andrew's Plaza 
aw York, New York 10007 


FBI(19-cv-1495)-6743 


b3 -1 


be -1 
bB7C -1 


b3 -1 
b6 -4 
b7c -4 


Grand Jury Subpoena 0012 


Unites States District Gout 


SOUTHERN District OF NEW YORK 


TO: 


GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and nat to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B. Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special A, gen eden Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


fn 
7 

JAMES. COMEY he b @) oes 

United States Attorney for the Cnet FY). he earl p 

Southern District of New York ff 

Assistant United States Attomey Telephone: (212) 637-2277 


One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 


b6 -1 
b7¢c -1 


b3 -1 
be -4 
b7c -4 


FBI(19-cv-1495)-6745 


Grand Jary Subpoena 0012 


Huited Siates istrict Gout 


SOUTHERN DisTRICT OF NEw YORK 


TO: 


GREETINGS: 


WECOMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District‘of New York, at the following date and time: 


Appearance Date: | Appearance Time: LC] 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if uments are delivered or made available 
on or before the return date to Special Agent| ederal Bureau of Investigation, 26 
Failure to attend and produce any items hereby demanded will constitute contempt of court and will 


subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


sonable ‘ Y ay) 


United States Attorney for the G 
Southern District of Nev York Crater BY), rn 
Assistant United States Atorney Telephone: (212) 637-2277 


One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 


be -1 
b7C -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-6747 


Grand Jury Subpoena 0012 


Huited States Bistrict Gout 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being jaid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 

_ United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: as Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special A, pee reer Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New Ya Nes 
Damm B Comey, Qa a 
JAMES B. COMEY We gee MY. 


United States Attorney for the 
Southern District of New York 


—s| 


Assistant United States Attorney Telephone: (212) 637-2277 
‘One St. Andrew’s Plaza 
New York, New York 16007 


FBI(19-cv-1495)-6744 


b3 -1 


b6 -1 
b7¢ -1 


b6 -4 
b7c -4 
b3 -1 


Grand Jury Subpocaa 9012 


Bnited States District Gaurt 


SouTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY ofthe people of the United States for the Southem District of New York, at the 
United States Courthouse, Foiey Square (46 Centre Street), Room 209, in the Borough of Manhattan, City 
ef New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
oa or before the return date to Special Agent [reer Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


fame Lo Ly 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


Ld 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b3 -1 


b6 -1 
b7¢ -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-6751 


viens Jury Subpoena 0012 


Bauted States istrict @aurt 


SOUTHERN DisTRICT OF NEW YORK 


GREETINGS: 
WECOMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
hefore the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 299, in the Borough of Manhattan, City 
af New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: Ld 


> sptestify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


zl not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
daing with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


: Personal appearance is not required if the requested documents are delivered or made available 
wor before the return date to Special fee vt Peeled Bureau of Investigation, 26 
failure to attend and produce any items hereby demanded wil! constitute contempt of court and will 


aalgect you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


WAYED: New York, New York 


Siem 
$ RCOMEY = be 
a a 
Uived Stases Attorney for the ~ Nei nant in fe ak: 
Stushern District of New York G 
Assistant United States Attorney Telephone: (212) 637-2277 


Oke St. Andrew’s Plaza 
Bew York, New York 10007 


FBI(19-cv-1495)-6754 


b3 -1 
b6 -1 
b7¢ -1 
b3 -1 
be -4 
b7C -4 


amd Jury Sabzoona 0012 


Rrited States istrict Qourt 
SOUTHERN DISTRICT OF New YORK 


To 


GREETINGS: 
‘WECOMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
defore the GRAND JURY of the people of the United States for the Southern District of New York, at the 


ned Suses Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
wi®ew York, New York, in the Southern District of New York, at the following date and time: 


Rygearanze Date: =a Appearance Time: LC. ] 


ansestify and give evidence ia regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


aaddnot tedepart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
aaa with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


BER: Persmal appearance is not required if the requested documents are delivered or made available 
amex belase the return date to Special Agent [Federal Bureau of Investigation, 26 


sre to attend and produce any items hereby demanded will constitute contempt of court and will 
ct az to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


bf \ : 
Pe as . >) f 
: ACD Nieeraate “SY, aig ee 
Sonsizerne District of New York GF 
Assistant United States Attorney Telephone: (232) 637-2277 


cz St. Andrew's Plaza 
Saw Yask, New York 10007 


b3 -1 


FBI{19-cv-1495)-6755 


Grand Juty Subpoena 0012 


Huited States District Gourt 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: =| 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent ‘ederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: _New York, New York 


JAMES'B. COMEY ALD Q 2 
United States Attorney for the Ctaae OY), ff 
Southern District of New York 


a 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


bé -1 
b7e -1 


b7e -4 


FBI(19-cv-1495)-6757 


Grand Jury Subpoena 0012 


United Stries Bistrict @ourt 
SOUTHERN DISTRICT OF NEW YORK 


b3 -1 
TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street}, Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the foitowing date and time: 


Appearance Date: LC | Appearance Time: LL. ] 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.; Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agent [ Pederat Bureau of Investigation, 26 bé -1 
b7c -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal! penalties, in addition to other penalties of the Law. 


DATED: New York, New 


b3 -1 
b6 -4 
. b7c -4 
JAMES B. COMEY 


, ey, 
United States Attorney for the a ~ 9. bef. 


Southern District of New York 


ae 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-6759 


Grand Jury Subpoena 0012 


United States Pistrict Court 


SOUTHERN DisTRICT OF NEW YORK 


TO: b3 -2 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern Disirict’of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the foliowing date and time: 


Appearance Date: LC] Appearance Time: =| 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 

N.B.: Personal appearance is not required if ents are delivered or made available 

on or before the return date to Special Agent ‘ederal Bureau of Investigation, 26 bé -1 
BIGHT 

Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 

DATED: New York, New York 
b3 -1 
b6 -4 


rameS3, COMEY “VAL bic -4 


United States Attorney for the 


Southern District of New York CP es mM . Se ee 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-676 


Grand Jury Subpoena 0042 


United States District @ourt 
SOUTHERN DISTRICT OF NEW YORK 


TO: aa 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Koom 209, in the Berough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: LC] Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the retum date to Special 7 eee Bureau of Investigation, 26 bé6 -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMES B. COMEY Aco iff 
United States Attorney for the * CeAmatan Py) bres Mia 


Southern District of New York 


Ld] 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 


New York, New York 10007 


FBI(19-cv-1495)-676 


Grand Jury Subpoena 0012 


Hiited Stutes District @aut 


SOUTHERN District oF New YORK 


TO: 


GREETINGS: 
WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: ——| Appearance Time: LC. ] 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B..: Personal appearance is not required i ents are delivered or made available 
on or before the return date to Special ‘ederal Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penatties, in addition to other penalties of the Law. 


DATED: WwW. 


JAMES. COMEY ALGLY yj 
United States Attorney for the ke Lehane 
Southern District of New York pe m cas 


———| 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


b6 -1 
b7e -1 


b3 -1 
b6 -4 
b7c -4 


FBI(19-cv-1495)-6765 


‘Graad Jury Subpoena 0012 


Mnited States District Gaurt 


SOUTHERN DISTRICT OF NEW YORK 


TO: BS -1 


b6 -5 
bi7¢ -5 
GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foiey Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
af New York, New Y: in the Southern District of New York, at the following date and time: 


i 
. { 
Appearance Date: [ Appearance Time: [| i 


sa testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


aad not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
basing with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
WB.: Persazal appearance is not required if the requested documents are delivered or made available 
anor before the return date to Special Agent| Bureau of Investigation, 26 b6é -1 
Federal Plaza, New York, New York 10278, telephone| bie -1 


Failure to attcad and produce any items hereby dernanded will constitute contempt of court and will 
subject yeu to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


b3 -1 
b6 -4 
b7c -4 


j 
sawegt« 


Southern Disirict of New York Y. mM. be wA . 


Assistant United States Attorney Telephone: (212) 637-2277 
Gae St. Andrew's Plaza 
Rew York, New York 10007 


FBI{19-cv-1495)-6767 


Grand Jary Subpoena 6012 


United States District Court 


SOUTHERN DisTRiIcT OF NEW YORK 


GREETINGS: 


WECOMMAND YOU thatail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
Bnied States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
af New York, New York, in the Souther District of New York, at the following date and time: 


appearance Date: [| Appearance Time: =| 


‘testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER, 


BLB.: Personal appearance is not required if the requested documents are delivered or made available 
aa or before the return date to Special A oh enemas Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New 


aandeS B. COMBY , er 


United States Attorney for the 


Southern District of New York Cderabae 47) ke. o 
Assistant United States Attorney Telephone: (212) 637-2277 


One St. Andrew’s Plaza 
Rew York, New York 10007 
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FBI(19-cv-1495)-6769 


» 
Gand Jury Subpoena 0012 


Huited Stutes District Court 


SOUTHERN District oF NEw YorK 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
ofNew York, New York, in the Southern District of New York, at the following date and time: 


toxestify and give evidence in regard to an alleged violation oft 


Title 18, United States Code, Section £030. 


aed not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


NB.: Personal appearance is not required if the requested documents are delivered or made available 
anor before the return date to Special senj eel Bureau of Investigation, 26 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and.criminal penaities, in addition to other penalties of the Law. 


DATED: New York, New 


~ B. COMEY Y LA £5 


Ukited States Attorney for the 


- y 
Seuthern District of New York y, WI ke he hen 
Assistant United States Attorney Telephone: (212) 637-2277 


@ae St. Andrew’s Plaza 
Rew York, New York 10007 
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b6 -1 | 
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Grand Jury Subpoena 0012 . S 


United States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid'aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| ' Appearance Time[ | 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 

N.B.: Personal appearance is not required if. ents are delivered or made available b6 -1 

on or before the return date to Special Agen! Federal Bureau of Investigation, 26 pre -1 

Failure to attend and produce any items hereby demanded will constitute contempt of court and will 

subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 

DATED: b3 -1 
bé -4 
bic -4 

sae B. COMBY YN, y 


> 
United States Attorney for the ° y Cann FP), Fee hewn 


Southern District of New York 


Ld 


Assistant United States Attorney Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 
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Grand Jury Subpoena 0012 


United States District Court 


SOUTHERN DISTRICT OF NEW YORK 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, youappear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, ai the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City ” 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of: 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEER ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special A, gent ied Bureau of Investigation, 26 b6 -1 


b7¢ -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


Zr oa : b3 -1 


JAMES B. COMEY fe 4) ned 
United States Attorney for the Crnate HY) ie L 
Southern District of New York . . 


Assistant United States Attomey Telephone: (212) 637-2277 
One St. Andrew’s Plaza 
New York, New York 10007 


FBI(19-cv-1495)-677A 


Grand Jury Subpoena 0012 


United States District Court 
SOUTHERN DisTRICT OF NEW YORK 
b3 -1 
TO: b6 -5 
bI7c -5 


GREETINGS: 


WE COMMAND YOU thatall and singular business and excuses being {aid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: | Appearance Time: | 


to testify and give evidence in regard to an alleged violation of: 
Titie 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Aad Fedetah Bureau of Investigation, 26 pect 


b7e -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


b3 -1 
b6 -4 
s b7c -4 
JAM! . COMEY Up 


United States Attorney for the he Oie A 

Southern District of New York : ™” . Ee he i 

—_ 
i 

Assistant United States Attorney Telephone: (212) 637-2277 : 


One St, Andrew’s Plaza 
New York, New York 10007 
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EBICo-cv-1495)-6784 


This dooument contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to you 
==: '- -it-and: its"contents”arenof to=be-distributed:outside-your-agency.~ # - 


no. s25 pabarene 


| Gyn tery Kunpoas Oh(2 


FY . Misited Motes Mister Court 
i q AUTHERN DI@TIGT GF New Yaak 
q ! To: | b3 -1 


GREETINGS: 


WE COMMAND YOU that of] and singular business and oxcusse being {aid aside, you Sppeer and attend 
before the GRAND JURY of the people of the United States for the Southom District of New Vark, atthe 
Unund tratet Courthouses, Foley Square (40 Contre Stredt}, Room 209, in the Borough of Manhattan, City 


pi New Yatk, Nop iaanna dations Diswiet ef Naw Yark. at ihe following dats gnd time: 
Appearance Roto: Abnearancs ne 
i $0 lantify and give evidence in regard to an allayad violation of: ; : ., 
1 “Title 16, United Statee Caso, Hestion 1030, 


a 


and nat wa depan the Grand luty withaut lesye thereof, or of the United States Artomay, and that you 
bring with you and produce at the shove time and placa the fallawing: 


SEERATTACUGD RIDER . i 

NR Persons] appearance 12 not raquivod if fs are delivarad or made eveilgble i 

. har betare the varum dats 10 Special Agent Bureau of Investigation, 26 be -1 1 
+ Fedurel Plaza, New York, New Yorls 10278, wlophen pre -1 


3 


a “ wo “tagline fees se 7 moe rl 


Feilygs 0 attend and preduce any itemé herby amanged will sensthute comsmpt of coyst and wih, 


~ aubJett you to civil sehetlnt and crifine? genaltios, in addition tocther penaifias of the Lew, . 
DATER: New York, Now York . a , 


JAMgS 8. COMBY 
United States Atiarnsy Jar the 
Sauthara Durmies of Naw York 


an 


Audetant United States Attomey 
One St. Andrew's Plaza ‘ 
New York, Now York 10007 
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b3 -1 
: ; ‘ : b6 -5 
Grand Jury Subposna 0012 E b7c -5 


Untied States Bistrict Court 


SOUTHERN DISTRICT OF NEW YORK 


TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southem District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 


of New York, i EN District of New York, at the following date and time: 
Appearance Date: : Appearance. Time: <= 
to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. é b3 -1 
b6 -1 
Ic -1 
and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if nts are delivered or made available 
on or before the return date to Special Agent Bureau of Investigation, 26 
Federal Plaza, New York, New York 10278, Fit 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: a iis York 


JAMES B. COMEY 
United States Attorney for the 
Sourhgen District of New York 


b3 -1 
bé -4,5 
bic -4,5 


Assistant United States Attorney 
One St. Andrew’s Plaza 
New York, New York 10007 
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‘Grand Sury Subpoena 0012 


Uniieh States Bistrict Court 
SOUTHERN DISTRICT OF NEW York 


b3 -1 
TO: 


GREETINGS; 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


! Appearance Date: (= 3 Appearance cr 


to testify and give evidence in regard to an alleged violation of: 


b3 -1 

Title 18, United States Code, Section 1030, pereL 
| bIc -1 

and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you 

bring with you and produce at the above time and place the following: 

SEE ATTACHED RIDER 

N.B.: Personal appearance ig not required if ents are delivered or made available 

on of before the return date to Special Agent 1 of Investigation, 26 

Yeeleral Plaza, ON, 4, to L212) BEYY bd 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties af the Law. 


DATED: 


United States Attorney for the PCat Stoo b6 -4 
Southern District of New York b7c -4 


Ld 


Assistant United States Attorney Telephone: (212) 637-2277 
One St, Andrew’s Plaza 
‘New York, New York 10007 


saber JAAD pon om. bok b3 -1 


FBI(19-cv-1495)-6797 


¢ 


_ GREETINGS; 


.- WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 


Ld 


Grand Jury Subpoena 0012 


before the GRAND JURY of the people of the United States for the Southern Distriet of New York. at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
OF New York. New York, in the Southern District of New York, at the following date und time: 


y b7¢c -1 
b3 -1 
tepstily and give evidence in regard to en ulleged violation oft 
oa 


wer 


Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Anomey, and thar you 
bring with you and produce at the above time and place the following: 


© 


LB: Personal appearance is not required if ta are delivered or made available 
in or before the rerum dats to Special 4, odaral Bureau of Investigation, 26 
Failure te attend and producs sny items hereby demanded will constituts contempt of court and will 
subject you to civil sanctions-and criminal penaltios, ia addition to other pensities of the Law. 


ATED: ‘a 


b3 -1 
b6 -4 


- nis r Ad) : ces b7c -4 


‘Southern Diswriet of New York . pane DY) 


Assistant United States Telephone: (212) 637-2277 
fone St, Androw’s Plaza 
New York, New York 1 
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Grand Jury Subpoena 0012 ae 


United States District Court 
SouTHERN DistRicr OF NEW YORK 


TO: 


GREETINGS: 
WE COMMAND YOU thatall and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the neople of the United Srates for the Southern Distries of New York, atthe 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Souther: District of New York, at the following date and time: 


Appearance Date: ——| Appearance Time] | 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if f cuments are delivered or made available 
on or before the return date ta Special Agent| Federal Bureau of Investigation, 26 
Fedora PlazA, AN, RN , 10a Shep: C212? BBY DED 


Failure to atlend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: 


JAMES3. COMEY 


United States Attorney for the Mp oe Q. wT. bi fe gens, 
7 


Southern District of New York 


——— 


Assistant United States Anomey Telephone: (212) 637-2277 
One St. Andrew’e Plaza 
New York, New York 10007 
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Grand Jury Subpoena 0012 


Muited Stutes District Gaurt 


SouTHERN District OF New YORK 


TO: 
3-1 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Strcet), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: [ 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available I 
on or before the return date to Special A, ent Federal Bureau of Investigation, 26 b6 -1 
b7e -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will 
subject you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


b3 -1 
b6 -4 
- b7c -4 
sw B. COMEY Ya 


United States Attorney for the * 
Southern District of New York a yy). ke yi ‘ 


Assistant United States Attorney Telephone: (212) 637-2277 
One St, Andrew’s Plaza 
New York, New York 10007 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 20/04/2002 


One (1) Federal Grand Jury subpoena was served via 


One ( 


One (1) Federal Grand Jury subpoena was served via 


One 


On 


Investigation on 10/04/2002 at New York, NY 


File Date dictated 10/04/2002 


by SA 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your PBICIO-cv- 1495)-6834 


it and its contents are not to be distributed outside your agency. 


Grand Jury Subpoena 0108 


United States District Court 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


GREETINGS: 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear 


b3 -1 
b6 -5 
b7c -5 
and attend 


before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


" Appearance Date: j-—--—] Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 


with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if ested documents are delivered or made available 
on or before the return date to Special Agent ederal Bureau of Investigation, 26 bé -1 
Federal Plaza, New York, New York 10278, telephon pices 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


DL) 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


ee “hyp q arn es ing 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza (212) 637-2277 
New York, New York 10007 
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Grand Jury Subpoena 0108 


United States istrict @ourt 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


GREETINGS: 
WE COMMAND YOU that ail and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southem District of New York, at the following date, time and place: 


“ Appearance Date: —a Appearance Time: rl 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER - 


N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen: ‘ederal Bureau of Investigation, 26 
Federal Plaza, New York, New York 10278, telephone] 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject : 


you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


| 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


2 MaLloo 
=e ys ’ ay ck 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza 
New York, New York 10007 


(212) 637-2277 
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Grand Jury Subpoena 0108 


Unter States Bistrict Goat 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
ofNew York, New York, in the Southern District of New York, at the following date, time and place: 


"Appearance Date: [sd Appearance Time: C._] 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen ‘ederal Bureau of Investigation, 26 
Federal Plaza, New York, New York 10278, telephon: 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


Co] 


JAMES B. COMEY 
United States Attorney for the 
Southepr District of New York 


Q ala) 7 Mele> 


Oey Cape. 


Assistant United States Attorney Telephone: 
One St. Andrew’s Plaza 
New York, New York 10007 


(212) 637-2277 
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Grand Jury Subpoena 0108 


United States District Court 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


GREETINGS: 


‘WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


" Appearance Date: = =) Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen a] Bureau of Investigation, 26 
Federal Plaza, New York, New York 10278, telephone 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 


= 


JAMES B. COMEY 
United States Attorney for the 
Southern District of New York 


, Wl) Pe Hallad 
ee eee @ Cling Ch 


Assistant United States Attorney Telephone: 
One St. Andrew?’s Plaza 
New York, New York 10007 


(212) 637-2277 
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Grand Jury Subpoena 0108 


United States District Court 


SOUTHERN DISTRICT OF NEW YORK 
TO: 


GREETINGS: b3 -1 


WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
N.B.: Personal appearance is not required if { mts are delivered or made available 
on or before the return date to Special Agent ederal Bureau of Investigation, 26 Be wt 
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GREETINGS: 
WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 


United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [ Appearance Time: tet = 7] 


to testify and give evidence in regard to an alleged violation oft 
Title 18, United States Code, Section 1030 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 


N.B.: Personal appearance is not required if the requested documents are delivered or made available bé -1 
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United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date and time: 


Appearance Date: [| Appearance Time: L] 


to testify and give evidence in regard to an alleged violation of: 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attorney, and that you 
bring with you and produce at the above time and place the following: 


SEE ATTACHED RIDER 
NB.: Personal appearance is not required if the requested documents are delivered or made available 
on or before the return date to Special Agen Federal Bureau of Investigation, 26 b6 -1 
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WE COMMAND YOU that all and singular business and excuses being laid aside, you appear and attend 
before the GRAND JURY of the people of the United States for the Southern District of New York, at the 
United States Courthouse, Foley Square (40 Centre Street), Room 209, in the Borough of Manhattan, City 
of New York, New York, in the Southern District of New York, at the following date, time and place: 


Appearance Date: | : Appearance Time: [| 


to testify and give evidence in regard to an alleged violation of : 


Title 18, United States Code, Section 1030. 


and not to depart the Grand Jury without leave thereof, or of the United States Attomey, and that you bring 
with you and produce at the above time and place the following: 


SEE ATTACHED RIDER H 
N.B.: Personal appearance is not required if the requested documents are delivered or made available : 
on or before the return date to Special Agen Bureau of Investigation, 26 bé -1 
Federal Plaza, New York, New York 10278, telephon bre -1 


Failure to attend and produce any items hereby demanded will constitute contempt of court and will subject 
you to civil sanctions and criminal penalties, in addition to other penalties of the Law. 


DATED: New York, New York 
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United States Attorney for the 
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With Friends Like This 


Lamo takes a morally ambiguous stance on his hacking, but others don't 


By George V. Hulme, InformationWeek 
Jul 8, 2002 {12:00 AM) 


URL: http:/Avww.informationweek.com/story/IWK20020705S0017 


Meet Adrian Lamo. At 21 years old, Lamo is clean-cut and soft-spoken, his deliberate speech marked 
by ashight stutigt."A short, thinly built, former vegetarian, he takes a seat facing the door at the South 
Street Diner in Philadelphia, picking at his chicken Caesar salad and keenly eying his surroundings as 
he explains why and how he dees what he does. And that's hack into a business’ network, alert the 
company to his actions, offer to help fix the problem for free, and, once the holes are patched, go 
public with the breach, 


Why he does this is a little less clear. “I've never made an argument that there's any particular right or 
moral principle that makes the exploration of private domains OK," he says. "I'm not saying it's right. 
It's what I do.” 


That moral ambiguity belies the zeal Lamo brings to his mission. “I challenge [others] to find another 
way to get companies to take these issues seriously,” he says. "To get AOL to admit to a widespread 
security problem isn't going to happen based on a few phone calls." Two years ago, Lamo published 
on the Internet details about how hackers were taking advantage of a flaw in America Online's AIM 
registration server to hijack Instant Messenger accounts. 


Lamo's mission has led him to expose computer security flaws at companies such as Microsoft, The 
New York Times, WorldCom, Yahoo, and the now-defunct Excite@home. To publicize his work, 

he's often tapped ex-hacker-turned-journalist Kevin Poulsen as his go-between: Poulsen contacts the 
hacked company, alerts it to the break-in, offers Lamo's cooperation, then reports the hack on the | 
SecurityFocus Online Web site, where he's a news editor. : : 


Lamo may be the most controversial hacker since Kevin Mitnick, who gained fame in the mid-'90s by 
breaking into the computer systems of high-tech companies and stealing proprietary software code. 
To the extent that Lamo brings a moral justification to his actions--and that people buy into that 
argument--he may be even more dangerous. 


Lamo claims he never intentionally interrupts service, and he doesn't sell, 2 a ot 
distribute, or destroy the data he accesses. “Destroying data is near \y ae 


sacrilege--it’s like burning the last known copy of the Bible,” he says. Still, 
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unlawful entry into a private network is a misdemeanor. And if it could be 
proved that his digital trespassing caused $5,000 or more in damage to a 
company, even unintentionally, Lamo could face felony charges, says Mark 
Rasch, former head of the Justice Department's Computer Crime Unit, who 
prosecuted Poulsen and Mitnick. With a jump in the number of U.S. 
companies reporting downtime related to security breaches or espionage, 
according to InformationWeek Research's annual Global Information 
Security Survey (see story, p. 36), and the threat of cyberterrorism greater 
than ever, many business-technology managers and security experts have 
little tolerance for Lamo’s tactics, even if they do raise awareness about lax 
corporate security. 


Lamo challenges 
others to find another 
way to get companies 

to take security 
seriously. 


"If you're not invited, you shouldn't be there,” says Diane Bunch, VP of IS at the Tennessee Valley 
Authority, who believes legislation against hacking and prosecution of hackers needs to be tougher. 
“It's like my house--if I didn't invite you in off the street, I don't expect to see you there," she says. 


Bruce Schneier, founder and chief technology officer of managed security services provider 
Counterpane Intemet Security Inc., says he isn't impressed by the hacking-to-build-awareness 
argument. “It's like committing arson to build forest-fire awareness,” Schneier says. “There are other 
ways to build awareness.” 


Executives at The New York Times, which was victimized by Lamo in February, would likely agree. 
The media company said last week it hasn't ruled out asking law enforcement to press charges against 
the hacker. "We're still exploring our options, and discussions with the authorities is one of those 
options,” a spokeswoman says. 


Lamo accessed a database holding the personal information of 3,000 New York Times employees, as 
well as that of big-name editorial contributors such as Jimmyy Carter and Robert Redford. He says he 
surfed in from the Web, scanned the Times' internal network, and found as many as eight open proxy 
servers. By viewing header information in an auto-reply E-mail, he found references to servers on the 
intemal network and was able to hack into the database, logging himself on as an administrative 
assistant. 


Lamo claims he bregks into companies’ networks using only an old Toshiba notebook that’s missing 
seven keys, a Web,Browser, and rented network connections at Internet cafes or copy shops. 
} 


Bor in Massachusetts, Lamo moved around quite a bit growing up; he lived in Connecticut, 
Virginia, California, and even spent a few years in Colombia. Lamo dropped out of high school (he 
has a GED), and his computer skills are largely self-taught, beginning with peeking into the code of 
the role-playing adventure games he ran on his Commodore 64 computer. Lamo says he's homeless, 
and spends his nights on friends' couches or squatting in abandoned buildings. He travels on foot or 
by Greyhound bus because “it's the last form of public transportation that doesn't require a photo ID." 
He earns money from odd jobs, he says: When you “don't have rent or a car payment, you don't need 
much money to survive.” 


Lamo contends that, from an IT standpoint, many companies ignore their most vulnerable points. 
Companies that patch only known software vulnerabilities, then simply scan their applications and 
networks for potential security holes, are missing the bigger picture, he says. "They think if you have 
no known ‘exploits' on your systems, they're secure," he says. “They're not. None of the intrusions I've 
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been behind had anything to do with what would be called a known [software] exploit or 
vulnerability. It's more nebulous." 


His break-in at troubled telecom vendor WorldCom in December, accomplished by way of several 
misconfigured proxy servers, is an example. Companies establish proxy servers to let employees 
access the Internet. When set up properly, they're one-way streets. But proxy servers are easy to 
misconfigure, and many are brought online in open mode, letting outsiders connect to the network 
while hiding their point of origin. 


Silence Prevails _. 
Woo aoes your company notify after 
ascourty freldent? s 

Legal coune 
CERI 
Govemment auchorittes: 


peer prits 


Once past a company's proxy servers and perimeter defenses, Lamo 
says, he's able to escape the notice of intrusion-detection systems. 
IDSs often have preconfigured definitions of anomalous activity, 
such as malformed packets and certain systems requests. "But when. 
you have someone sitting at a Web browser looking at things the way 
an employee would look at them, that's not something that can be 


Cunomers picked up by the IDS," Lamo says. "The IDS can't see a person's 
Consutants } 7] intent." With WorldCom, Lamo says he was able to view the names 
‘pfooraton Sharing a, and Social Security numbers of thousands of its employees, as well 
Meda} 7; + { [Mas potentially cut services to most of the telecommunication 
a a 1 J provider's customers. 


18 36 30 20 40 


‘% of respondents 
Nove: Moldpte responses allowed, 
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INFORIZAUON SECURITY SURVEX OF 8,100. 
TECHNOLOGY AND SECURMY PROFESSIONALS 


What Lamo did is "no different than showing up at a company 
wearing a UPS uniform,” says Counterpane's Schneier. "Of course 
you're trusted." Companies that monitor only their front doors are 
prime targets for such attacks, Schneier says. 
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After the break-in became known, a WorldCom spokeswoman said the company appreciated Lamo's 
drawing its attention to the problem and the help he gave the company one weekend to fix the flaws. 
A spokeswoman reached last week wouldn't comment further. Poulsen says that, like WorldCom, 
officials at Excite@home also "expressed gratitude for Adrian." 


At Jeast one business-technology manager says there are worse things than to have a hacker such as 
Lamo break into his network. If someone “points out security holes and doesn't do any damage, I'd 
rather that happen than [the holes] be discovered by a competitor or terrorist," says the chief security 
officer at a Midwest consumer-goods manufacturer. "I could live without the media attention, but I'd 
personally be hard-pressed to call the police." 


Despite the talk by The New York Times of possibly going to authorities, no charges have been filed 
against Lamo for any of the incidents. Indeed, few companies are interested in seriously investigating 
computer breaches intemally, says former federal prosecutor Mitch Dembin, who litigated a number 
of computer and high-tech crimes and now heads IT forensics company EvidentData Inc. "My 
experience has been that unless the hackérs do obvious damage, [companies] won't do anything," he 
says. "They patch and secure the holes and move on." It can take weeks and cost hundreds of 
thousands of dollars for an IT forensics company to determine the extent of a breach, put 
compromised systems through an extensive analysis, patch and close security holes, and conduct 
follow-up penetration tests. 


The costs of taking a hacker to court can be even greater, including the negative publicity and the 
very real threat of hacker retaliation. Former FBI cybercrime investigator Charles Neal, now VP of 
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managed security services at Exodus, a Cable & Wireless unit, says that only 3% to 5% of the 
companies he works with during investigations choose to contact law enforcement. Only 18% of the 
US. businesses surveyed for InformationWeek Research's new security survey say they notify 
government authorities after a breach. 


The flip side of this moral equation may be that by not prosecuting Lamo, or hackers like him, 
companies are perpetuating the cycle and keeping the business community in general at risk. “It’s a 
business decision,” says EvidentData's Dembin. "It's not based on civic-mindedness." One security 
executive sees it as a resource issue. "We may react by getting the FBI involved and eat up vast 
quantities of internal and federal law-enforcement and forensic resources," says the chief information 
security officer at a large midwest utility. "That's resources taken away that could be used to 
investigate other serious threats against the infrastructure." 


Lamo contends that the threat of prosecution isn't going to make hackers go away. Some may be 
deterred, just as some will be deterred by companies! technical countermeasures. But "you can never 
eliminate the threat entirely," he says. He adds that companies may want to consider being tolerant of 
actions that may ultimately help them achieve better security. "There's no point in overtly ignoring 
one of the ways you can reduce" security threats, Lamo says, "just because you might embarrass your 
company from time to time." 
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Stockton. She wanted to report suspicious activity from Adrian 
Lamo a customer since 12/08/2003. Lamo uses the Carmichael 


branch, 4001 Manzanita Avenue. According to of the b6 -1,6 
Carmichael Branch he comes in and taunts the STtafiT. en he b7c -1,6 
walks in he asks if anyone wants his autograph since "he is a 
known computer hacker." He told the staff about his website 


thehomelesshacker.com On this site he has photographs of himself 
holding his arrest warrant from New York. He was arrested for 
hacking into the NY Times. Caller contacted the Hi-Tech Task 
Force and they reported that Lamo has a small warrant for 
ae fares. The address he used to open his account is 


address. Lamo has DOB 2/20/1981 and Social Security 
Number 042-74-6804. The telephone number he used was (206) 666- 
4225, Washington Mutual can close any account for cause and 
Lamo opened his account less than a month ago and they are 


having too many problems with him. According to caller h 
5 ut the staff." If further information is needed 
will be available for assistance at 
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